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Abstract—The difficulty of the Discrete Logarithm Problem
(DLP) in some specific groups G is the basis for many crypto-
graphical schemes. The classical choice is the multiplicative group
Z/pZ*, p a large prime, for whom the best known running time
attack is subexponential in log p [1].

In order to overcome subexponential attacks, one could pick
G as a large prime order group F(K) of points on an ordinary,
non-anomalous elliptic curve E defined over a finite field K.
These constraints on #F(K) are due to current attacks. The
curves over K, with the same #F(K), can be linked through a
rational map, called isogeny, that preserves the group structure.
Providing the computation of the isogeny between two curves
is feasible, one can reduce the DLP on a strong curve to the
DLP on a vulnerable one (assuming it exists). This is equivalent
to determine a path in the isogeny graph between two vertexes
that represent different isomorphism classes of isogenous curves.
The structure of the graph is due to the connection between
endomorphism rings of elliptic curves and orders O in the same
imaginary quadratic field, between O-ideal classes and isogenies.

A natural topic of research is the study whether a similar
argument for the DLP on genus 2 curves exists.
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I. INTRODUCTION

Isogenies play an important role in the theory of elliptic
curves and its application to cryptography. The Elliptic Curve
Discrete Logarithm Problem (ECDLP) is one of the main
applications and a current goal in cryptanalysis is still finding
an attack that is faster than Pollard-rho [[16] for more classes
of elliptic curves defined over finite fields.

Definition 1 (ECDLP): Let E be an elliptic curve over a
finite field F,. Let IV be the order of the group E(F,) and let
P € E(F,). Given r = ord(P) and @ € (P), find the unique
integer m € [0,...,r — 1] such that Q = [m]P.

Two elliptic curves Eq,Ey over F,, with #E;(F,) =
#Ey(F,), are isogenous over F, and since an isogeny is
a group homomorphism, one can relate the two logarithm
problems. Therefore, a natural question is whether the ECDLP
is equally hard for both curves and extrapolating, for every
elliptic curve over the same finite field having the same number
of points. For most elliptic curves defined in this manner, the
work of Jao, Miller and Venkatesen [[13]] gives an affirmative
formal response. It depends on the one-to-one correspondence
between ideal classes of an order in an imaginary quadratic
field and the elliptic curve isomorphism classes with the same
endomorphism ring.

Moreover, this correspondence leads to an extension by
Galbraith, Hesse and Smart in [[8]] of the Weil descent attack
in [L1], applied to elliptic curves defined over fields of the
form F,», where ¢ = 2! and the positive integers I,n are
coprime. The GHS reduces the ECDLP in E(F ;) to the DLP
in a subgroup of the Jacobian J¢ (F,) of an hyperelliptic curve
over .

Definition 2: A hyperelliptic curve C over a finite field F,
is defined by

C:y*+hz)y = flx), hfe€ F,[z]

with deg(h) < ¢ and deg(f) = 2¢g + 1. The integer g > 0 is
the genus of the curve and elliptic curves correspond to the
g =1 case.

The Jacobian of a curve C is isomorphic to Pic(C),
defined in the next section, and it could be used for cryp-
tographic purposes. Therefore, a point of interest is the study
of the DLP for isogenous hyperelliptic curves. A first future
step is to determine the structure of the isogeny graph. In
our research we will focus mainly on curves of genus 2 or
3 because for curves of higher genus, Adleman et al. [2]
provided a subexponential algorithm. Smith proved in [19]
that approximately 18% of the hyperelliptic curves of genus
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3 are prone to an index-calculus attack [1]].

II. CURVES

In this section, the main focus is introducing concepts in
algebraic geometry that are indispensable for defining a genus
g curve, and in particular an elliptic curve. The main reference
is Silverman’s book on elliptic curves [18, Chapter LII].

Let K be a field of arbitrary characteristic and let K be the
algebraic closure of K. Consider the affine plane A?(K) =
{(z,y) |,y € K} and the projective plane P?(K) = {[z : y :
2]|x,y,z € K} of equivalence classes representing projective
points. A curve over K is a projective algebraic variety of
dimension one i.e, there is a homogeneous polynomial f €
K[z, y, 2] such that for all projective points P € C, f(P) = 0.

Let C be a curve defined over K and consider its affine
equation f(z,y) = 0. Let K[C] be the affine coordinate ring,
polynomials over K, modulo f. K[C] is an integral domain
and its field of fractions K(C) is called the function field of
C over K.

Consider the point on the curve P € C and let Mp = {f €
K[C]| f(P) = 0} be the maximal ideal of the local ring of
Cat P,K[C]p = {F € K(C) : F = f/g for some f,g €
K[C] and g(P) # 0}.

One states that f € K(C) is regular at P if and only if
f € K[C]p, meaning f can be evaluated at P. A rational
map between curves is ¢ = [f1, fa] : C; — Ca, with Cq, Cq
curves defined over the same field K and for all P € C; with
fi € K[Ci]p, ¢(P) € Ca.¢ is a regular map at P if there is
g € K(Cy) such that gfy,gfo are regular at P and at least
one of them is non-zero. A morphism ¢ : C; — Cs is a
rational map regular at any point P € Cj.

In order to understand the properties of a morphism, we
introduce the notions of order and ramification index further
on. Consider a smooth (non-singular) point P € C i,
9(P) # 0 or g—Z(P) # 0. The order of a function f
in K[C]p at P is denoted as ordp(f) and is the integer
d > 0 such that f € Mg, but f ¢ ME™. One extends the
notion to rational functions, for F' = f/g € K(C) we have
ordp(F) = ordp(f) — ordp(g). In this context, P is a zero
of fif ordp(F') > 0 and a pole if ordp(F") < 0. The function
F is well regular at P if ordp(F') > 0, otherwise we write
f(P) =o00.Incase ordp(F) =1, F is called an uniformizer
at P.

Utilizing the above mathematical concepts, Silverman
demonstrates in [18] that a rational map ¢ : C; — Cy is
actually a morphism when C; is a smooth curve. One can
prove that ¢ is either constant or surjective ¢(C;) = Co, and it
induces an injection of function fields: ¢* : K(C3) — K(Cy)
of the form ¢*(f) = f o ¢. Moreover K(Cj) is a finite
field extension of ¢*(K(C3)) and one defines the degree of
a non-constant morphism as the degree of the extension
[K(Cy) : *(K(Cz2))]. We say that ¢ is separable, inseparable
or purely inseparable depending on the corresponding field
extension property. A degree one morphism between smooth
curves is an isomorphism.

One defines the ramification index of ¢ at P as ey (P) =
ordp(¢*ty(py), where ty(py is a uniformizer at ¢(P). Then,

the degree of a non-constant morphism between smooth curves
is equal t0 }_ pe g1 () €¢(P) independent of Q € Cs. Thus,
the degree is the number of different points on the first curve,
together with their multiplicity, corresponding via the rational
map to a particular point on the second curve. If e, (P) = 1
for all P, then the map is unramified and for all @) € Cs,
deg d = #¢~1(Q).

One denotes Div(C) as the divisor group of a curve C
and any element D € Div(C) is of the form » . np(P),
with np € Z and np # 0 for finitely many P. The degree of
a divisor is ) pec TP D is effective if, by definition, np > 0
for all P € C. One writes D1 > Dy if D1 — D5 is effective.

Let f be a rational function in K(C)*, C smooth. Naturally,
we define the divisor of f as div(f) = > pccordp(f)(P).
We notice that deg(div(f)) = 0 and consequently, the
map div : K(C)* — Div’(C) is a group homomorphism,
Div®(C) is the degree 0 divisors. A principal divisor is
then a divisor corresponding to a rational function f and two
divisors are linearly equivalent, D1 ~ Do, iff there is a rational
function f € K(C)* such that D; — Dy = div(f). The Picard
group or the divisor class group Pic(C) is the divisor group
of C modulo the principal divisors Princ(C). The degree 0
divisor class group Div?(C)/Princ(C) is denoted Pic’(C).

Next step is to define a canonical divisor. First let Q¢
be the set of differentials over C. In [18] it is stated that
Q¢ is a one dimensional K(C)-vector space and dx is a
basis for z € K(C) iff K(C)/K(x) is a finite separable
extension. Automatically, when ¢ is an uniformizer at P on
the curve C and w € ()¢, there exists an unique function
g depending on w and ¢ such that w = gdt. The value
ordp(g) is independent of the choice of ¢ and thus, we can
define ordp(w) := ordp(g). The divisor associated to the
differential is div(w) = ) pccordp(w)P and it is well
defined as ordp(w) is non-zero for finitely many points. A
differential w is holomorphic if ordp(w) > 0 for all P € C
and non-vanishing if ordp(w) < 0 for all P € C. Since for
any non-zero wy,ws € ¢ there exists f € K(C) such that
wo = fwy, we can define the canonical class on C as the
image in Pic(C) of div(w), for any w € Q.

Next, in order to finally state the Riemann-Roch theorem,
we define £(D) as {0} U {f € K(C)*|div(f) > —D}.
The dimension of £(D) as a vector space over K is denoted
(D). For instance in case of a canonical divisor on C, K¢ =
div(w) € Div(C), then there is an isomorphism between the
set of holomorphic differentials on C and £(K¢) as any other
differential is of the form fw, for some f € K(C)*.

Theorem 1: Let C be a smooth curve defined over K and
let K¢ be a canonical divisor on C. Then there is an integer
g > 0, called the genus of the curve, such that for any divisor
D € Div(C),

(D) — (K¢ — D) = deg(D) — g + 1. (1)

III. ELLIPTIC CURVES

Definition 3: An elliptic curve E defined over K, denoted
E/K, is a non-singular genus one curve over K, together with
a point O € E(K).
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Proposition 1 ([18]): Let E be an elliptic curve defined
over K.

o There exist functions z,y € K(E) such that ¢ : E —
P2(K), ¢ = [z,v,1], gives an isomorphism from E/K
to a smooth curve given by Weierstrass equation

Y?Z+a1 XY Z+a3Y 2% = X +as X* Z+as X Z°+ag Z°
2
with coefficients in K and ¢(O) =[0:1:0].

o Conversely, every smooth Weierstrass curve as above,
together with [0 : 1: 0], is an elliptic curve defined over
K with base point O =[0:1:0].

o Given two pairs of Weierstrass coordinates (z,y) and
(2, ") of the same curve E, they are related through

z=u?2x' +rand y = 3y + ulsz’ +t
where u,r, s,t € K and u # 0.

Assume char(K) # 2,3. After two consecutive changes of
variables:

1
y— 5y —ar —as)

and

xr—3ds y
(z,y) = ( 36 ,108>

where dy = af +4as, the elliptic curve has a short Weierstrass
equation:
FE: y2 = 2% — 2Tcqx — Bdc. 3

One denotes ¢y = d3 —24dy and cg = —d3 + 36d2d4 — 216ds,
where dy = 2a4 + ajaz, dg = a3 = 4ag and dg = alag +
dasag — arazay + aga?), — ai.

The condition of smoothness is equivalent to a non-zero
discriminant of the Weierstrass equation

i —ck
1728

In case of a singular curve, the only singular point is a node
if ¢4 = 0 and a cusp if ¢4 # 0. One also defines the j-
invariant as a value in K that identifies the isomorphism class
of E/K, meaning every isomorphic curve to E/K has the same
j-invariant. For instance for the short Weierstrass equation

Jj= CZ/Av

Particular values are 0 when ¢4 = 0 and 1728 when ¢ = 0.
Let w be the differential associated to the Weierstrass equation.
Proposition III.1.5 of Silverman [18] shows that w has neither
poles, nor zeros and thus, div(w) = 0.

One restricts to char(K) # 2, 3 for simplicity and let E/K :
y2 =23 +azx +b.

One defines an additive group law on E(K) in the following
manner based on Bezout’s theorem. Taking P, Q € E(K), the
line [pg through both of them (if P = () take the tangent
at E in P) intersects the curve in a third point R € E(K).
Constructing the vertical through R it intersects the curve in
O and a third point which we consider as P + Q.

The composition law has all the properties of a group
law, i.e, symmetry, associativity, the identity element O and
the existence of a unique inverse of any given element. In

order to derive the explicit formulas, one writes the equation
of [pg, substitutes it in the equation of E and takes the
opposite of the point of intersection, i.e. for R(z,y) the
opposite is (x, —y). The addition result is (P + Q)(z3,ys3) =
P(z1,y1) + Q(z2,y2), with

Y2 — Y1 ? Y2 — Y1
r3=|"—— ) —m1—x2, yYz=|-—"——|(21—23)—V1.
To — I T2 — 1
When P # —P, the double 2P(x3,y3) has
322 +a 2 9 32 +a ( )
T3 = — 2z = T —x3)— Y.
3 2 y Y3 2% 3 Yy

These formulas are put in practice when computing [m]P =

P+..+Por[mP=—-P—..—P.
—_—— —_———
=m, m>0 =m, m<0

The geometric group law above is the same as the algebraic
group law defined on the zero-degree divisors in Pic?(E). As
proven in [18], any D € Div°(E) is equivalent to (P) — (0),
with P uniquely determined on the curve and thus, the map
o: Pic°(E) —» E, (P) — (O) — P is a bijection of sets and
a group homomorphism.

IV. ISOGENIES

Definition 4: A non-zero isogeny ¢ : E; — E, of degree
d over K is a morphism of degree d over K with ¢(O;) = Os.
Two elliptic curves are isogenous if there is a non-zero isogeny
from E; to Es.

In case ¢ = [0] then deg(¢) = 0, otherwise ¢(E;) = Es.
Since ¢ is a morphism of curves, there is an injection ¢* :
K(E2) — K(E;) and the type of isogeny corresponds to a par-
ticular type of field extension. One denotes by Hom(Eq, Es)
the group of isogenies from E; to E where for each P € E;,
we get (9 +1)(P) = ¢(P) +¢(P). One can prove as in [18]
that Hom(E;, E5) is a torsion-free Z-module.

In case the curves are identical, we can consider the
composition of isogenies as a multiplication law, for each point
P € E, (¢-¢)(P) = ¢(xp(P)). Moreover it is distributive
over addition and thus, Hom(E, E) proves to be a ring, the
endomorphism ring of E and is denoted by End(E). This
ring is crucial in the next sections of the paper. The invertible
elements of End(E) form the automorphism group of an
elliptic curve. First properties of End(FE) are the characteristic
zero, the lack of zero divisors [18, Proposition II1.4.2], and
being a Z-module of rank at most four as in [18, Corollary
11.7.5].

Taking the previous sections into account, the multiplication
by m on the set of points is a non-zero isogeny that acts on
the same curve. The degree of this isogeny is m?2, a fact that
gives the structure of the m-torsion subgroup of E, E[m] =
{P € E|[m]P = O}, as being isomorphic to a product of two
cyclic groups Z/mZ x Z/mZ. For a curve E/K, the torsion
subgroup of E is the group E;,,s(K) of points of finite order
with coordinates in K.

In case char(K) = p, another isogeny is the Frobenius
endomorphism 7,, with #K = ¢ = p" for some integer
n > 0, that is defined as 7, : E - E, (z,y) — (2?,y9) and
fixes E(K). The isogeny is purely inseparable of degree g.
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Next, we list some important properties of a non-zero
isogeny that appear mostly in [18]:

e An isogeny ¢ : E; — E, defined over K is a group
homomorphism from E; (K) to E5(K) as ¢(P + Q) =
#(P) + ¢(Q) for all P,Q € E;.

o The kernel of any isogeny Kery = {P € E; | ¢(P) =
Os} is finite and of order at most the degree of the
isogeny.

o The separable degree of an isogeny is given by the
cardinality of the set ¢~ 1(Q) for any Q € E, and
the inseparable degree is the ramification index ey (P)
for any P € E;. The degree of the isogeny becomes
deg(¢) = degs(¢p) - deg;(p). A separable isogeny is
unramified and thus, has degree #Ker, or #¢~!(P)
for any P € Es.

o Theorem 2 ([7]): Let Eq, Ey, E3 be elliptic curves over
Kand ¢ : E; — Eo, ¢ : E; — Eg3 isogenies over K.
Let Kery C Kery and ¢ be separable.

Then there is an unique isogeny A : Eo — Ej3 defined
over K such that 1 = X\ o ¢.

o Theorem 3 ([7]): Let E;,E5 be two elliptic curves de-
fined over a finite field K. There exists an isogeny
¢ : E;y — Es5 over K if and only if the curves have
the same number of points with coordinates in K i.e.,
#E1(K) = #E»(K).

The converse implication is called Tate’ isogeny theorem.

« For any isogeny ¢ : E; — E5 over K of degree m, there
is a unique isogeny of the same degree, called the dual
isogeny, ¢ : E; — E; such that ¢ o ¢ = [m]g, and
¢ o ¢ = [m]g,. Other properties are stated in Theorem
I11.6.2 of [18].

We specify them for E; = Es = E, as the dual provides
an anti-involution for the endomorphism ring End(E).
Forany \ : E — Eisogeny,(\¢) = ¢\, (A + ¢) = A+¢
and ¢f = ¢. The definition of the dual isogeny, together
with the fact that the degree map from End(E) to Z is
a positive definite quadratic form, proves that gbq@ is a
non-negative integer that is zero if and only if ¢ = [0].
Taking all these characteristics into account, Theorem
II1.9.3 from [18] proves that the endomorphism ring
End(E) is one of the following types:
a) isomorphic to Z
b) an order in an imaginary quadratic extension of QQ
¢) an order in a quaternion algebra over Q
If char(K) = 0, the last case is impossible due to
the commutative property of the endomorphism ring. If
K =TF, and char(K) = p, the first case is impossible as
proven in [18]. The third case is the case of supersingular
curves, i.e, curves that have #E(K) = 1 mod p.
Thus, the endomorphism of an ordinary (non-
supersingular) elliptic curve over a finite field is an
order in an imaginary quadratic field. Moreover, any
non-zero isogeny ¢, including the Frobenius endomor-
phism, satisfies a quadratic characteristic polynomial, for

each point P € E(K),
¢(¢(P)) — [tl¢(P) + [d|P = O

where d = deg(¢) and the integer ¢ is the trace of the
endomorphism.

In case of the Frobenius, the characteristic polynomial
P(X) = X?—tX +q evaluated in 1 gives the cardinality
of the group of points E(K). The Hasse theorem states
that —2,/q <t < 2,/q and thus, in case of ordinary ellip-
tic curves, t? —4q < 0 and we can identify the Frobenius
with a complex number 7, root of the polynomial P,
and algebraic integer in the quadratic field Q[/t2 — 4q].
Hence, Z[r,;] C End(E) and both of them are orders in

Q[v1? — 4q].

V. ORDERS IN QUADRATIC FIELDS

In this section, we briefly define orders in quadratic fields
and list some properties that are indispensable for the study of
the endomorphism ring of a curve defined over a finite field.

A number field K is a finite degree extension of Q. The
degree d of K over Q is denoted [K : Q]. The set of all « € K
that are roots of a monic integer polynomial is called the ring
of algebraic integers of K, denoted Og. According to [15],
Ok is a free Z-module of rank [K : Q).

A quadratic field is a degree 2 extension of (Q, of the form
Q[V/N] where N # 0,1 is a square free integer. K is called
an imaginary quadratic field if V < 0 and it is called a real
quadratic field otherwise.

The discriminant dx of Q[v/N] is defined to be

de — N if N=1mod4
K= an

otherwise.
The ring of integers becomes

ZIVN]  if N #1 (mod 4)
OKz{ 7 1+x/ﬁ] if N=1 (mod 4)

2
or equivalently,

—

oK_z[M]

2

Therefore, we can write the ring of integers in Q[V/N] as a
lattice in Z?2, i.e., a Z-module of basis [1,wx]| where wg =
dx+vVdK
SEEE

Definition 5 ([5]): An order O in a quadratic field K is a
subset O C K such that

(i) O is a subring of K containing 1.
(i1) O is a finitely generated Z-module.
(iii) O contains a QQ-basis of K.

Clearly, Ok is always an order in K and moreover, since
O C Ok for any order O of K, Ok is the maximal order of
K.

Lemma 1 ([5]): An order O in a quadratic field K has finite
index in Ok and if f =[Ok : O], then O = Z+ fwkZ. This
finite index f is the conductor of the order.

Let O be an order of basis [a, (] as a Z-module and
let a — a be the nontrivial automorphism of K. Then the
discriminant D of O is defined as the number

o (3 7))
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The discriminant is independent of the integral basis and
when we chose the basis O = [1, fwk], we obtain D = f2d.

Let a be a nonzero ideal of O, then according to [15], O/a
is finite and the norm of a is defined as N(a) = |O/a].

An ideal a is called a proper ideal when O = {§ € K :
Ba C a}. Anideal b of O is a fractional ideal if it is a nonzero
finitely generated O-module. It is of the form ac where o €
K* and ¢ is an O-ideal. A fractional O-ideal a is invertible
if there exists another fractional O-ideal b such that ab = O.
The concept of proper fractional ideals and invertible fractional
ideals are identical for orders in quadratic fields, as proven in
[S]. The ideals O where o € K* are called principal ideals
and are invertible. They form a group denoted P(Q).

Thus, the set of proper fractional O-ideals is a multiplication
group, denoted as Z(O) and P(O) is a subgroup. The quotient
Cl(0O) = I(0)/P(0) is called the ideal class group of the
order O or commonly referred as the Picard group. The class
number is the cardinality of this group h(OQ) = #CL(O).

VI. COMPUTING EXPLICIT ISOGENIES

When dealing with isogenies, a first goal is to explicitly
determine their formulas, together with the corresponding
isogenous curve to our starting curve.

In this section, we cover two different cases, depending on
the input being:

o the field, the curve and the isogeny kernel. The kernel

gives the degree of the computed isogeny.

o the field, the j-invariant of the curve and the prime
degree [. The choice of the isogeny degree is determined
following Kohel’s thesis [14] on the endomorphism ring
of an elliptic curve, results mentioned later on in the
Isogeny Graph section.

We restrict to prime degrees as according to [7]], a separable
isogeny ¢ : E; — E5 defined over K can be decomposed as
¢ = ¢1 0 Py 0...0 ¢ o [n], with ¢; prime degree isogenies
over K and deg(¢) = [[; deg(¢;) - n®.

Moreover, a separable isogeny ¢ : E; — Eo, with E; Eg
defined by Weierstrass equations E; : y% + alzy +a} = 2° +
abx?® + alx + af, is given by a formula

¢(x,y) = (61(x), cydr(z)" + d3(x)),

where ¢1,¢3 are rational functions in K(z), ¢1(x) is the

(formal) derivative of ¢, ¢ is a non-zero constant in K, and
203(x) = —atey(z) — a2 + clajz + ad)di (z)'.

When ¢ = 1, we say that the isogeny is normalized.

Now, in order to study the first case, we utilize the following
result. Given an elliptic curve E; and G a finite subgroup of
E;(K) that is defined over K, there is a unique elliptic curve
E, (up to an isomorphism) and a (not necessarily unique)
isogeny such that Kery = G. Velu’s formulas and their
extension due to Kohel use the structure of the kernel group
in order to compute a separable, normalized isogeny and the
corresponding E,.

Complexity: If K =TF,, d = #G and G C E(K), then the
complexity of computing Velu’s formulas is asymptotically of
order O(d) field operations in F,.

The following consequence of Velu’s method provides the
explicit formulas of a degree [ isogeny.

Lemma 2 ([7]): Let ¢ : E — E, written as d(x,y) =
(¢1(x), pa(x,y)), with ¢; rational functions in K(E), be a
separable isogeny of odd degree [ between elliptic curves over
K. Then,

_ o) _ -1
o1(x) = v(m)z’ with deg(u) =1, deg(v) = —
and (@) + wa(e)
_ yun(@) + ws(e)
¢2(£L',y) - U($)3 5
with deg(w: (x)) < @ deg(un(z)) < 3z2—1.

Next, we approach the second case by introducing the
notion of an [—th modular polynomial. This is a symmetric
polynomial denoted by ®;(S,T") with coefficients in Z, which

is equal to

i,j<l, i+j<2l

(S, T) =S —S'Th 7 4 aijS°T7.

By Kronecker congruence relation,
®)(S,T) = (S' —T)(T — S") (mod ).

The polynomial has the fundamental property related to iso-
genies:

Lemma 3 ([[7]): For any field K of characteristic different
than [ and for every pair of curves (E, E) defined over K,
there is a non-zero separable isogeny ¢ : E — E of degree [
with cyclic kernel if and only if ®;(j(E),j(E)) = 0.

So, the solutions of ®;(j(E),S) = 0 are the precise
j—invariants of the isogenous curves with E and linked
through degree [ isogenies. There are 0,1,2 or [ + 1 roots
(taking into account the multiplicity) as Kohel proves in [14]].

Complexity: The coefficients of ®;(T, S) are large and the
largest one is of order O(llogl). There are approximately [2
coefficients so, the required space for @ is of order O (I3 log ).
In order to compute ®;(z,y), Enge conjectured that the
number of bit operations is expected to be of O(I%logl) and
factorization is expected to asymptotically be O(I? loglog q).
After factoring the modular polynomial, the next step is
computing the defining polynomial of the kernel with Elkies
algorithm of complexity O(I?) field operations in K.

VII. ORDINARY ISOGENY GRAPH

Now, the aim is to expand on the theoretical connection
between the previous sections. This will lead in the end to
the previously mentioned result of Jao et al., regarding the
hardness of the DLP [13]].

Throughout this section, let E be an ellliptic curve over a
finite field IF, of characteristic p. The F,-isogeny class of E
is the set of F,-isomorphism classes of elliptic curves over
IF, that are isogenous to E over F,. We know from previous
sections that

Zmg) € End(E) C Ok

where K = Q[+/t% — 4q].
We give a first definition of an isogeny graph.



EDIC RESEARCH PROPOSAL

Definition 6 ([[7]): Let S C N be a finite set of primes.
Define Xg s the (directed) graph with vertex set the F,-
isogeny class of E. Vertices are labeled as j-invariants and
edges are labeled as [ € S, corresponding to an [ degree
isogeny from a vertex to the other one.

There is a bijection between the set of isomorphism classes
of elliptic curves E/IF, with the same endomorphism ring O
and the set of ideal classes CI(Q) [7], [18]. One associate to
each invertible a € CI(O) the elliptic curve E = C/a over
the complex numbers.

Equivalent ideals in C1(O) lead to isomorphic curves over
C. Let [ C C be an invertible O ideal. Then the set E[l] =
{P € E(C)|¢(P) = Og,V¥¢ € I} is isomorphic to ["'a/a.
#E[l] = N(I) and there is an isogeny from C/a — C/I"1a of
kernel [~!a/a. The theory over C can be reduced over finite
fields and every isogeny is given by this method. If [ = (1),
I €N, and if [ splits in O as (I) = ;[ then ¢ : E — E
corresponds to one of the ideal, and the dual to the other one.

In the case of the ring of integers, [ splits in Og = Z[«] iff
the minimal polynomial of « factors modulo [ in two different
linear factors, condition equivalent to (df") = 1. In the case of
E/F, with End(E) = O = Z[6)] of conductor cg, if (I,cg) =
1 there are 1+ (%) prime ideals [ above I € N and therefore,
the same number of isogenies of degree [. If (dTK) =1, then
take [ = ([,a + 0) and [, = (I,b + 0) as the prime ideals
and test which corresponds to the isogeny ¢ : E — E. This is
possible when we have the j invariants of the isogenous curves
and we can compute the kernel of ¢ via Elkies algorithm.
Either [a]P + §(P) = Og or [b|P + 6(P) = Of, when P €
Kerg.

Now, we make the connection between orders, ideals and the
isogeny graph defined previously. We take E corresponding to
a O-ideal a and a finite set S C N of primes coprime to the
conductor of O. Take the set S’ of O invertible ideals above
the primes in S and let < S’ > be the subgroup generated by
S’ in CI(0O).

Then the isogeny graph can be identified with the graph of
invertible O ideals that are in the coset a < S’ >. For each
beca<S > andeach [ €5 there is an edge denoted by [
between b and [~!b corresponding to an isogeny.

Thus, the first problem is to determine the endomorphism
ring of any elliptic curve E/F,, meaning finding the conductor
of the order in the quadratic field. A solution is given by Kohel
in his thesis [14].

Definition 7 ([14l]): Let [ be a prime. An [-isogeny ¢ : E —
E is called horizontal (respectively ascending, descending) if
End(E) = End(E) (respectively [End(E) : End(E)] = I,
[End(E) : End(E)] = D).

If End(E) = Ok we say that E is on the surface of the
isogeny graph. If End(E) = Z[r,] then E is on the floor of
the isogeny graph.

Theorem 4: [14] Let E be an ordinary elliptic curve over
F, and let O = End(E). Let ¢ = [Og : O] and let [ be a
prime. Every l-isogeny ¢ : E — E arises from

e if [ { ¢ then there are exactly 1 + (t274q

) equivalence

classes of horizontal /-isogenies over IF, from E to other
elliptic curves

e If [ | c then there are no horizontal isogenies, and exactly
1 ascending isogeny from E' to another curve

o if I | [O : Z[ng]] then there are [ + 1 isogenies classes
from E, where horizontal and ascending isogenies are as
above

o if 11[O : Z[m,]] then there are no descending I-isogenies

The above theory permits us to navigate on different levels in
the isogeny graph. One application is the following algorithm

Kohel’s Algorithm

a) : Input: An elliptic curve E/F, given by Weierstrass
equation

Output: ¢ the conductor of End(E)

Complexity: of order O(c?log q) operations in F,

Compute #E(F,) and t = p+ 1 — #E(F,) with Schoof’s
algorithm of counting points on an elliptic curve [17]. Deter-
mine the conductor czr,] = [Ox : Z[my]]. If it is 1 return
¢ = 1. Otherwise factor it and compute the set of pairs
S={(l,n): cgpr,) =11;1", I prime,n > 0}.

Let ¢ = 1. Pick a pair (I,n) € S. We have n + 1 levels
of endomorphism rings, each levels correspond to [%, with i €
[0,n].

First step is to find the solutions of ®;(x, jg). The number
of possible solutions (together with multiplicity) could be 1
and [+1 as we do not consider ¢z, | = 1 = c. If there is only
one solution, the curve is on the bottom, level corresponding
to [ and we compute ¢ = c - [". If there are [ + 1 solutions,
we either are on the surface or somewhere in between surface
and floor.

First check if two of the isoenies could be horizontal
isogenies, i.e. (de) = 1. If not, we can only navigate either up
or down. So, take two solutions j; and j; and construct two
indexed sets, Vi = {jg,Jj1} and V/ = {jg,ji}. Repeat the
factorization part using the two new j-invariants, but take only
one solution out of all [+1 such that it is not the first element in
the corresponding list. Update the indexed sets Vo = {j1, j2}
and V5 {41,754} and repeat this step until you find the first
occurrence of a single solution for the modular polynomial.
Do not compute the new list, but compute c. The exponent of
[ in the factorization of ¢ is n minus the index of the sets.

Now, when having horizontal isogenies, the principle is
similar. We need to avoid taking 2 possible paths on the surface
so, we consider three indexed sets.

Afterwards remove the pair (/,n) from S and pick another
arbitrary pair. Repeat the procedure until S is empty. Return
c.

VIII. THE GALBRAITH-HESS-SMART ALGORITHM

The second problem is given two vertices of the isogeny
graph, corresponding to two curves E,E defined over F,,
compute an isogeny path in between them.

A first method is due to Galbraith [6]. We start with two
sets Xo = {jg} and Yy = {jg} representing the j invariants
of the starting curves. Let S be a set of primes. At each step
i+ 1 we have two sets X; and Y; of j invariants and for every
prime [ € S, using the modular polynomial we compute all the
j-invariants of the curves that are isogenous to the ones in X;
and Y; and add the new values to X, Y; and increase the index
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to ¢+ 1. The algorithm stops when X; and Y; have a common

element. Taking [ < 6(log ¢)?, a condition implying that with

large enough probability the isogeny graph is connected, the
complexity of the running time is expected to be of order

O(q*/*) and the storage of order O(q'/*(log q)?).

The Galbraith-Hess-Smart Algorithm [8] proposes a new
method of navigating in the isogeny graph.

The GHS Algorithm:

Input: E, E over F,

Output: Isogeny ¢ : E — E

1. Compute first the endomorphism rings of E and E via
Kohel’s algorithm. Find a chain of isogenies from E and
E to two curves on the surface, E; and E, respectively.
In case the conductor of Z[r,| has a large prime factor,
this stage is costly but this case mostly never happens in
practice.

Now, we restrict the problem to find a path between E;
and Eo with End(E;) = Ok, i = 1,2.

2. Each vertex is a j-invariant of a curve and we construct a
pseudorandom walk on the set of invariants. We consider
pairs of the form (j,a), where j is a j-invariant of an
elliptic curve isomorphism class and a is an element in
Cl(Ok). First pick a set F' of primes that split in Ok (we
could include some primes that ramify) such that the set of
prime ideals | above F' generates Cl(Ok) and #F is big
enough for the walk to look random.

We take the primes in F to be bounded by B = 6(log ¢)?
(in practice it works for #F' at least 16). Similar to Pollard-
rho [16], we take a partitioning function f : F, — F' x
{0,1} of approximately uniform distribution. Given a j-
invariant, the function will link it in a deterministic way to
the degree [ of a modular polynomial and a bit 0 or 1. The
factorization of the polynomial leads to two j-invariants
corresponding to horizontal isogenies and one of them, lets
say j’, is picked deterministically according to the bit 0 or
1. Compute the ideal [ that corresponds to the isogeny and
update the pair to (j/, Reduce(a - [)).

The goal is to reach a collision, the same j-invariant, and
the number of steps is expected to be O(1/h(Ok)) due
to the Birthday Paradox. Besides, since each step requires
O(B?log q), the complexity of this stage is asymptotically
of O(q1/4+6).

We can run this stage in parallel by resort to distinguished
j-invariants and different starting j-invariants for each
processor. If we do not reach a collision after a given
maximal number of steps, one solution is to redefine the
partitioning function f.

3. This step deals with replacing the ideal a by a smooth ideal
of bound B’, using a method similar to index-calculus. Take
F’ the set of primes that are split in Og and bounded by
B'. Find a smooth b = a-[], . I for random integers
a;, meaning there exist b; > 0 such that b = []; . (b,
Then a = [[, . [ %. The authors give an heuristic

complexity of order O(y/q/4+t¢).
4. Compute the isogeny path between E; and Es.

Complexity: The number of steps is asymptotically of order
O(g*/**€) but the mapping of points from one curve to another

is done in polynomial time.

IX. IMPROVED GHS ALGORITHM

In a recent article [9], while looking to improve this
algorithm, Galbraith and Stolbulnov proposes a method for
solving a more generic problem, called the group action
inverse problem (GAIP).

First lets introduce the problem. Take G a group, X a non-
empty set and the left action of G on X: forall g € G and x €
X, (g,x) — g*x. The action is associative and the identity e
of G is a stabilizer for X, meaning e € {g € G | gxx = z} for
all z € X. The orbit of x € X is Gxx and is an equivalence
class.

GAIP: Let G be a group acting on a set X. Given z,y € X
compute g € G such that y = g x x.

The authors solve the problem in case X is a principal
homogenous space for a finite group G, i.e, X is finite, there
is only one orbit and the stabilizer set is {e} for each z € X.
These restrictions imply the existence of an unique solution
for GAIP.

Now take X as the set of isomorphic classes of elliptic
curves E over Fy with End(E) = O and consider the ideal
class group CI(O). Taking into account the theory from the
previous sections, the group CI(Q) acts on X in the natural
way. For each ideal [ € C1(O) and class of isomorphic curves
E consider [ x E as the isomorphism class corresponding to
the isogeny given by [ and F.

CI-GAIP: Let E, E be two elliptic curves defined over F,
with the same endomorphism ring O. Find [ € CI(O) such
that [« E ~ E.

Let H be a finite set of r O-prime ideals, where r is
a positive integer. In the isogeny graph obtained with this
method, there is an edge between two vertexes iff there is
an isogeny corresponding to an | € H.

As in the previous paper, the authors use a partitioning
function . The main difference is picking different probabilities
for each partition, due to favoring the smallest primes in H.
They also impose that only one element of [, [~ is in H.

The theoretical analysis of the running time is done by em-
plying a simpler model, where the case of cycles is not taken
into account and the action is given by random permutations
h; of the elements in X. Theorem 1 proves that the number
of steps is expected to be /7n/d + 2/ + O(In*(n)), where
n = #X, p; is the probability of picking a particular element
l; € H, 0 is the probability of a distinguished element and
d=1—(1—60)>""_, p?. If the probabilities are equal, § — 0
as n — oo, then d tends to ’”;1, limit that agrees with the
Pollard-rho running time given by an r-adding function.

The theoretical result is compared to an extensive set of
experimental data, obtained by applying the algorithm for
GAIP with G = X of order up to 280, r integer in [4,16]
and the probabilities in a geometric progression of ratio
w € [1,3/4,1/2,1/3,1/4]. They compute w as the ratio
between expected results in practice and the ones in theory.
They notice that for r and w fixed, w stabilizes in the interval
(1,1.5) when the order of G increases and exceeds 2.
Moreover they determine experimental running times for the
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action of a prime ideal [ over an elliptic curve, meaning the
second case of computing explicit isogenies that factorizes
modular polynomials and implements Elkies algorithm. They
also choose the set H of prime ideals that generate Cl(Ok),
such that most of them are above the smallest possible primes
that split in O.
Finally, the estimated serial running time is given by
WEIL)F-T.

where w is the same as before, E[L] is the expected number
of steps obtained applying Theorem 1, p is the probability
vector and # is the time cost vector for the actions induced
by the prime ideals in H. Taking the previous recommended
parameters » = 16 and w = 1, one obtains the cost of the
GHS algorithm for a random curve over a finite field of 160
bit size. The new version of GHS gives a speedup of 14 when
r = 9 and w = 1/3. But asymptotically, the complexity is
still of order O(g'/4+).

X. TOWARDS CYCLIC ISOGENIES BETWEEN GENUS 2
CURVES

One could argue that computing an isogeny path is too
costly to be useful in cryptanalysis. On the other hand,
the best known attack on elliptic curves implemented in
cryptographic applications is still the Pollard-rho exponential
algorithm of complexity O(q'/?). Having a vulnerable curve
of the same endomorphism ring as our initial strong curve
leads to computing the isogeny path in O(q'/*t¢) steps.
Afterwards, transferring one hard DLP instance into the weak
corresponding one is done in polynomial time, and thus,
computing the isogeny decreases the hardness of the DLP by
a significant factor. Finally, Jao, Miller and Venkatesen in [13]]
prove that the DLP is either hard or easy for “most” elliptic
curves in an isogeny class, a result that answers the question
if such a weak curve could be found or not.

Similar to the elliptic curve case, there is no subexponential
algorithm for DLP on the Jacobian of a curve of genus 2
defined over a finite field. A genus 2 curve C over F, has
#Jo(F,) ~ ¢%. Hence, the same level of security is achieved
when taking C over F; = Faso as opposed to when taking
an elliptic curve E over F; = Faie0. On the other hand,
when dealing with higher genus curves the arithmetic is costly
and improving the existent method [10] is a first step in my
research plan.

Regarding the isogeny graph, the endomorphism ring of C
is an order in a quartic field. The vertexes do not represent
curves with the same number of points, but represent curves
whose Frobenius endomorphisms have the same characteristic
polynomial (Tate’s theorem). In the case of elliptic curve this
statement of Tate’s theorem is equivalent to the well known
result regarding the number of points.

Currently, one can explicitly compute only a special class
of isogenies, but not all isogenies are of this form and the
graph may not be connected. The structure of the resulting
graph proves to be a lattice [12] and not a vulcano like in the
elliptic curves case. Therefore, the navigation in the isogeny
graph proves to be harder. Bisson provided a subexponential

algorithm [3]] to locate the endomorphism ring of a curve on
such lattices. Hence, another point of interest and subsequently
future research is linking the vertexes in the genus 2 graph
through isogenies of prime degree [, | < poly(logq). The
next natural step is formulating the random self-reducibility
argument to show that the DLP is equally hard on each genus
2 Jacobian with the same endomorphism ring.

The implementation of an explicit isogeny computation for
genus 2 curves could be done in Sage or Magma. Sage has an
extensive library related to elliptic curves and isogenies. It al-
lowed me to determine the isogeny graph when implementing
Kohel’s algorithm for certain curves.

In the case of hyperelliptic curves of genus 2, there is
a Magma package developed by Bisson, Cosset and Robert
[4] for computing the current type of isogenies and which
can be extended in order to explicitly compute prime degree
isogenies, an isogeny path between vertexes and any future
algorithm that transfers one instance of DLP to another one
on a different curve.
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