Cryptography from Learning Parity with Noise
Krzysztof Pietrzak
Institute of Science and Technology (IST) Austria

Abstract. The Learning Parity with Noise (LPN) problem has recently
found many applications in cryptography as the hardness assumption underlying the constructions of “provably secure” cryptographic schemes
like encryption or authentication protocols. Being provably secure means
that the scheme comes with a proof showing that the existence of an eﬃcient adversary against the scheme implies that the underlying hardness
assumption is wrong.
LPN based schemes are appealing for theoretical and practical reasons. On the theoretical side, LPN based schemes oﬀer a very strong
security guarantee. The LPN problem is equivalent to the problem of decoding random linear codes, a problem that has been extensively studied
in the last half century. The fastest known algorithms run in exponential
time and unlike most number-theoretic problems used in cryptography,
the LPN problem does not succumb to known quantum algorithms. On
the practical side, LPN based schemes are often extremely simple and efﬁcient in terms of code-size as well as time and space requirements. This
makes them prime candidates for light-weight devices like RFID tags,
which are too weak to implement standard cryptographic primitives like
the AES block-cipher.
This talk will be a gentle introduction to provable security using simple LPN based schemes as examples. Starting from pseudorandom generators and symmetric key encryption, over secret-key authentication protocols, and, if time admits, touching on recent constructions of public-key
identiﬁcation, commitments and zero-knowledge proofs.

1

Learning Parity with Noise and Related Problems

The search version of the learning parity with noise problem with parameters
 ∈ N (the length of the secret), τ ∈ R where 0 < τ < 0.5 (the noise rate) and
q ∈ N (the numbers of samples) asks to ﬁnd a ﬁxed random  bit secret s ∈ Z2
from q samples of the form a, a, s ⊕ e where a ∈ Z2 is random and e ∈ Z2 has
Bernoulli distribution with parameter τ (we denote this distribution with Berτ ),
i.e. Pr[e = 1] = τ . The decisional LPN problem is deﬁned similarly, except that
we require that one cannot even distinguish noisy inner products from random.
The distinction between the search and the decisional version of a problem is often made for problems used in cryptography. Typically, assuming the decisional
version of a problem allows for much simpler and more eﬃcient constructions
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of cryptosystems, whereas the search version is a weaker assumption and thus
constructions based on it require less “faith” in the presumed hardness of the assumption.1 Interestingly, for the LPN problem one can show that the distinction
between the search and the decisional version is irrelevant, more on this below.
Before we formally deﬁne the LPN problem, let us set the notational conventions
for the rest of this paper.
Notation. Zq denotes the set {0, 1, . . . , q − 1}, and addition is always modulo
q. In particular, Z2 = {0, 1} are bits and ⊕ denotes bitwise XOR. We use bold
small and capital letters like x, X to denote vectors and matrices, respectively.
$
Calligraphic letters like X denote sets. For a set X , x ← X denotes that x is
assigned a value sampled uniformly at random from X . For a distribution D,
x ← D denotes that x is sampled according to D. With Berτ we denote the
Bernoulli distribution with parameter τ , i.e. Pr[x = 1 ; x ← Berτ ] = τ . For
Zm
m ∈ N, Um denotes the uniform distribution over 
2 . X ∼ D denotes that X
n
is a random variable with distribution D. a, b = i=1 a[i] · b[i] mod p denotes
n
the inner product of a, b ∈ Zp .
The Basic LPN Problem
Definition 1 (search/decisional LPN Problem). For τ ∈]0, 1/2[,  ∈ N, the
decisional LPNτ, problem is (q, t, )-hard if for every distinguisher D running in
time t




 Pr [D(A, A.s ⊕ e) = 1] − Pr [D(A, r) = 1] ≤ 
(1)


s,A,e

r,A

Where s ← Z2 , A ← Zq×
, e ← Berqτ and r ← Zq2 . The search LPNτ, problem
2
is (q, t, )-hard if for every D running in time t
$

$

$

Pr [D(A, A.s ⊕ e) = s] ≤ 

s,A,e

(2)

The Learning with Errors (LWE) Problem. A problem closely related to
LPN is the learning with errors (LWE) problem introduced by Regev [43]. LWE
is a generalization of LPN to larger moduli. For some prime p,2 we have a secret
s ∈ Zp , and the adversary is asked to ﬁnd s given samples a, s + e. Here a is
uniform in Zp and the noise e ∈ Zp is sampled according to some distribution
χ, typically this distribution is a “discrete Gaussian”. A good survey paper on
LWE and its applications is [44].3 LWE seems much more versatile than LPN.
Besides all the cryptographic primitives we can construct from LPN, there are
1

2
3

A typical example is public-key encryption based on the Diﬃe-Hellman problem,
which is quite straight forward and eﬃcient using the decisional version of the problem [14], but much more tricky and less practical using the search version [11].
The case where the moduli is a the power of a prime has also been used [2].
A bibliography of LWE (and more generally, lattice) based cryptosystems is maintained on http://xagawa.net/bib-lattice/
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contsructions of much more sophisticated objects like public-key encryption [43]
(even fully homomorphic [16] or identity-based [21,10]) and collision resistant
hash functions [33], which we do not know how to construct from LPN.4 LWE is
also interesting for theoretical reasons, as it has the remarkable property that its
hardness follows form worst case hardness of lattice assumptions [43,40]. LWE
lacks the simplicity of LPN,5 and thus LWE based schemes are less suited for
weak devices like RFID tags.
Decision vs. Search. In contrast to most cryptographic assumptions which
come in a search and decisional variant, it turns out that for LPN the two
versions are “polynomially equivalent” [5,31] as stated in the lemma below.6
This means that any attacker of size t against decisional LPN implies an attacker
of size poly(t) against the search version. Thus, cryptosystems proven secure
under the decisional LPN assumption are already secure if search LPN is hard.
Although this search to decision reduction is not tight, in practice we have no
faster algorithms for decision than for search.
Lemma 1 (Lemma 1 from [31]). If decisional LPNτ, is not (q, t, ε) secure,
then search LPNτ, is not O(q  , t , ε ) secure where
q  = O(q · log /ε2 )

t = O(t ·  · log /ε2 )

ε = ε/4

Relations of LPN to Other Problems. With the current state in complexity
theory, we cannot expect to prove that there exists no eﬃcient adversary who
breaks the LPN problem, as this would imply P = N P. The search LPN problem
can be stated as the N P complete problem of decoding random linear codes [7].7
Think of A as the generator matrix and s as the message. The decoding problem
4

5

6
7

Alekhnovich [4] and Applebaum, Barak and Wigderson [1] construct public-key encryption from variants of LPN (which seem like much stronger assumptions than
LPN) where either the√noise rate τ is not constant but depends on the length  of
the secret as τ = O(1/ ) [4], or the vectors a are not uniform, but have Hamming
weight exactly 3 [1]. Another approach, pioneered by McEliece [37], replaces the
random A with a “disguised” generator matrix of a code which allows for eﬃcient
error-correction. The security of the public-key encryption scheme follows from LPN
and the assumption that the disguised matrix is indistinguishable from uniformly
random.
It requires many multiplications modulo some prime p (Typically p is polynomial
in a security parameter, and thus much smaller than the moduli used in discrete
logarithm (or factoring based) based schemes, where log(p) must be at least as as
large as the security parameter), as opposed to inner products of bit-vectors as for
LPN.
Such an equivalence also holds for LWE with prime modulus [43] or if the modulus
is the power of a prime ([2], Lemma 1).
This does not imply that LPN is hard assuming P = N P as search LPN is an
average case problem (we require that no eﬃcient adversary succeeds with nonnegligible probability), whereas N P hardness is just a worst case guarantee (no
eﬃcient adversary succeeds on all inputs), see [5] for a more in-depth discussion.
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then asks to recover the message s from the noisy codeword A.s ⊕ e, which is
exactly search LPN. The LPN problem has been extensively studied in learning
theory, as an eﬃcient algorithm for LPN would allow to learn several important
concept classes like 2-DNF formulas, juntas, and any function with a sparse
Fourier spectrum [15].
The best known algorithms to recover an  bit secreet need 2Θ(/ log ) time
and samples [6,32]. If given only polynomially many q = poly() samples, the
running time of the best algorithm goes up to 2Θ(/ log log ) [36], and given only
linearly many samples q = Θ(), the best algorithms run in exponential 2Θ()
time [47,38]. Unlike most number-theoretic problems used in cryptography, no
quantum algorithms for LPN are known which are signiﬁcantly faster than the
classical ones. See [32] for more exact estimates and suggestions of parameters , τ
for cryptographic applications. In the next paragraphs we discuss the hardness
of LPN when either the secret s ∼ U , the randomness A ∼ Uq× or the error
e ∼ Berqτ does not have the right distribution.
Hardness of LPN for Non-Uniform Secrets. The secret s ∈ Z2 in the
LPN problem is usually assumed to be uniformly random. It is not hard to
see that this is the hardest distribution, in the sense that given an adversary
D who ﬁnds a uniform s given (A, A.s ⊕ e) with some probability δ, we can
recover a ŝ with any distribution over Z2 from (A, A.ŝ ⊕ e) with the same
probability δ as follows: given (A, A.ŝ ⊕ e), sample a uniform s and invoke D
on (A, A.ŝ ⊕ e ⊕ A.s ) = (A, A.(ŝ ⊕ s ) ⊕ e). Note that ŝ ⊕ s is uniform as
required, and if D ﬁnds ŝ ⊕ s (which happens with probability δ) we can recover
ŝ = (ŝ ⊕ s ) ⊕ s .
Surprisingly, the uniform distribution is not the unique hardest distribution.
Applebaum et al. ([2] , Lemma 2) show that the LWE problem (where the
modulus p is prime or a power of a prime, and the noise distribution χ is arbitrary) is basically as hard if the secret s ← χ is chosen according to the noise
$
distribution and not uniform s ← Zp . In particular, the LPN problem where
s ← Berτ is as hard as for uniform s ← Z2 . In [2] this result is used to construct
a key-dependent message secure public-key encryption scheme from LWE, and
key-dependent secret-key encryption from LPN, we’ll revisit the latter result
later.
Motivated by applications to leakage-resilient cryptography, Goldwasser et
al. [18] investigate the hardness of the LWE problem when the secret s ∈ Zp is
not uniform, but is only known to have some min-entropy.8 The best one can
hope for is that LWE with secrets of min-entropy k is as hard as standard LWE
with secrets of length  = k/ log(p).9 In [18] it is shown that this is almost the
case for LWE where the noise has a Gaussian distribution (which is the most
$

8
9

X has min entropy k if Pr[X = x] ≤ 2−k for every x in the support of X.
The reason is that the particular distribution where the ﬁrst  elements of s are
uniform and the remaining ones are all zero has min-entropy k =  log(p). LWE
with such a secret is easily seen to be equivalent to LWE with a uniform secret

in Zp .
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interesting case due to its equivalence to worst-case lattice problems.) They

prove that if the standard LWE problem with uniform secrets over Zp (and
noise distribution Gaussian with standard deviation α) is hard, then the (nonstandard) LWE with secrets in Zp having min-entropy k =  log(p) + ω(log )
(and noise distribution Gaussian with standard deviation β) must also be hard.
The reduction from [18] is not tight, but the main caveat is that it also blows up
the noise distribution: the fraction of the deviations α/β must be negligible. For
this reason, their result requires the modulus p to be at least superpolynomial,
and in particular it implies nothing for the LPN problem where p = 2.
Nothing is known about the hardness of LPN for general distributions of high
min-entropy. In the interesting special case where the secret s ∈ Z2 is uniformly
sampled from any  ≤  dimensional linear subspace (and thus has min-entropy
 ), the problem can be show to be exactly as hard as the standard LPN problem
with a uniform  bit secret. This follows from the equivalence of LPN and the
subspace LPN problem that we’ll discuss below.
Hardness of LPN for Non-Uniform Noise. The LPN problem seems to
remain hard, even if s and/or the rows of A are not uniform, but have suﬃciently
high min-entropy (if they are sampled from a linear subspace, this can even be
proven.) Fiddling with the distribution of the error vector e is more delicate.
If e.g.  positions of e are ﬁxed (or otherwise known to the adversary), she
learns  noiseless linear equations a, s = y, and can compute s from this linear
equations using normal Gaussian elimination. Arora and Ge [3] show an attack
for the case where the bits of e are not i.i.d., but sampled as follows. For some
n, the noise vector is sampled n bits at a time, where each such block is sampled
independently at random, conditioned on having a 1 in exactly (or at most)
w = n.τ positions. Although here each individual noise bit has distribution Berτ
as required, the noise bits are not independent any more. Using a technique
called linearization, [3] show that with this noise distribution one can recover
the secret s in time roughly nw .
Saving Public Randomness. The most expensive part in generating an LPN
instance (A, A.s ⊕ e) is the sampling of the random matrix A ∈ Zq×
2 . For
some of the cryptosystems we’ll discuss in Section 2 (namely for pseudorandom
generators and commitment schemes) the fact that A is rather large and must be
uniform will not be much of a problem: as A can be public, we can ﬁx a public
random A once and for all, and then use it to generate arbitrary many LPN
instances. For other schemes (namely encryption and secret-key identiﬁcation),
the size of A is more of an issue, as here the secret s will play the role of a shared
secret key, and thus is ﬁxed. In order to generate new LPN instances (which
is required to compute ciphertexts and during execution of the identiﬁcation
protocol), one must sample a fresh A’s every time.
One way to leverage this problem is to use n > 1 independent random secrets,
this will typically increase the size of the secret key by a factor of n, but decrease
the cost due to the sampling, storing and/or sending A by the same factor as
we can reuse each A n times.
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It has also been suggested to not sample A ∈ Zq×
uniformly at random, but
2
from a distribution which allows a more succinct description of the samples. For
example [23] suggest to use a random Toeplitz matrix, which requires only q + 
(as opposed q · ) random bits. Such a matrix is sampled by choosing a random
$
a ← Zq+
2 , then the i’th row of A is a[i . . . i + ].
Another variant, called Ring-LPN, has been suggested in [27]. Ring-LPN not
only has a succinct description of A, but also allows for extremely eﬃcient evaluation of the matrix multiplication A.s as it corresponds to a single multiplication
of two polynomials. Ring-LPN is inspired by the Ring-LWE problem, strong evidence for the hardness of Ring-LWE is given in [34] who show it to be equivalent
to hard problems on ideal lattices.
Subspace LPN. The subspace LPN problem [41] is a variant of the LPN
problem where the adversary not only gets random samples a, s ⊕ e, but
it is an interactive assumption where she can adaptively choose aﬃne functions φa , φs and then gets samples φa (a), φs (s) ⊕ e. That is, a and s are ﬁrst
mapped to the linear subspaces deﬁned by φa and φs , respectively, before the
noisy inner product is computed.10 If the adversary is restricted to choose mappings φa , φs that overlap in at least an  dimensional subspace,11 then this
problem is at most as hard as the LPN problem with secrets of length  (as
one can map to a string which is all zero except for the ﬁrst  bits.) In [41]
it is shown that the other direction does also (almost) hold (this equivalence
not only holds for LPN, but more generally for LWE using any prime modulus and any error distribution.) This equivalence has immediate consequences
for several existing LPN and LWE based cryptosystems, as it implies much
stronger security guarantees as anticipated by the designers of the schemes.
For example security against related key attacks or security against “weak”
randomness, cf. [41] for the details. The fact that subspace LPN is an interactive assumption, gives a powerful handle for constructing provably secure LPN
based cryptosystems. In Section 2 we’ll mention constructions of identiﬁcation
schemes and message authentication codes [30] whose proof heavily relies on this
handle.
Exact LPN. Recall that the error vector e ∈ Zq2 of an LPNτ, sample (A, A.s ⊕
e) consists of q i.i.d. bits with distribution Berτ , and thus its expected Hamming
weight (i.e. number of 1’s) is qτ . The Exact LPN (XLPN for short) problem is a
minor variation of LPN where we require e to have Hamming weight exactly qτ .
In the next section we’ll mention some cryptosystems which rely on the search
XLPN (a public-key identiﬁcation scheme) and the decisional XLPN (eﬃcient
zero-knowledge proofs for linear functions of committed values.)
10

11

The aﬃne function φa : Z2 → Z2 can be deﬁned as a → Xa .a ⊕ xa for some matrix
(the linear part) and some vector xa ∈ Z2 (the aﬃne part). Equivalently,
Xa ∈ Z×
2
φs can be deﬁned by Xs , xs .
This means that XTa .Xs has rank at least  .
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Hardness of search XLPN trivially follows from standard LPN.12 Unfortunately the proof of equivalence of search and decision for LPN does not work for
the XLPN problem, and it is open if decisional XLPN is equivalent to LPN.13
A similar version of LPN where the Hamming weight is at most qτ has been
suggested by [31] as a means to get more eﬃcient instantiations of LPN based
cryptosystems.

2

Eﬃcient LPN Based Cryptosystems

OWFs and Generic Constructions. A function F : Zn2 → Zm
2 is a one-way
function (OWF), if it’s hard to ﬁnd a preimage for F for a random outputs. In
asymptotic terms, we require that F runs in time poly(n), and for all D of size
poly(n) we have
Pr [D(F(x)) = x where F(x) = F(x )] = negl(n)
$

x←Zn
2

One can construct a OWF from LPN.14 From a OWF one can construct pseudorandom objects using generic constructions, like pseudorandom generators
(PRG) [26], pseudorandom functions (PRF) [17] or pseudorandom permutations (PRP) [35]. The basic secret-key cryptographic tasks15 like encryption and
authentication are usually solved by using a PRP like the AES block-cipher.
Constructions using this generic transformations would typically be too ineﬃcient to compete with dedicated designs,16 as a consequence, today basically all
12

13

14

15
16

√
An LPNτ,q sample (A, A.s ⊕ e) will satisfy e1 = qτ with probability ≈ 1/ q.
This implies that an adversary who breaks the search XLPN problem (i.e. outputs
the right s) with probability δ, is also an adversary against the search LPN problem
√
with advantage at least δ/ q. To see this, note that conditioned on the LPN sample
satisfying e1 = qτ , we have exactly the same distribution as in XLPN, and thus
in this case the adversary will be successful with probability δ.
It is important that in the search XLPN problem, the adversary only gets one sample
(A, A.s⊕e). If she can ask for polynomially many samples, then the search to decision
reduction does work, but now it’s open if this “many sample” version of search XLPN
is equivalent to standard LPN.
$
Fix some random A ← Zq×
. Now F(x) on input a (suﬃciently long) string x, uses
2
x to sample s ∼ U , e ∼ Berqτ . If the weight of e is unexpectedly high (say e1 ≥
q · 1/2+τ
) we output a special symbol ⊥ (using the Chernoﬀ bound one can show that
2
this happens with exponentially small probability.) Otherwise output (A, A.s ⊕ e).
As (A, A.s⊕e) uniquely determines s, any algorithm who ﬁnds a preimage must ﬁnd
(randomness used to sample) this unique s, which would contradict the hardness of
the search LPN problem.
In the secret-key setting, the honest parties share a secret key not known to the
adversary.
We use the term “dedicated design” as opposed to constructions that come with a
reductionist proof showing the construction is secure under some standard hardness
assumption.
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secret-key cryptography is done using a dedicated construction like AES as main
ingredient.17
The fascinating thing about the LPN problem is that it gives rise to secretkey cryptosystems which not only are provably secure, but in some aspects can
even outperform known dedicated constructions. Below we show how the search
to decision equivalence for the LPN problem, discussed in the previous section,
implies that plain LPN samples are already pseudorandom, and thus give an
extremely simple and eﬃcient PRG.
It is an open problem to get a PRF or even PRP from LPN which could
compete with dedicated constructions. But simple and eﬃcient schemes for encryption, identiﬁcation and authentiﬁcation not going via a PRF or PRP construction, do exist. We’ll discuss some of them below.18
Pseudorandom Generators. A pseudorandom generator is a length increasing function G : Zn2 → Zm
2 where G(Un ) is pseudorandom, this means that no
eﬃcient distinguisher can distinguish G(Un ) from the uniform distribution Um .
The deﬁnition of the decisional LPN problem (cf. eq.(1)) already implies that
LPNτ, samples A, A.s ⊕ e are pseudorandom, which gives rise to a simple construction of a PRG [5]: use the (uniformly random) input r to sample A, s, e
and output A, A.s ⊕ e. As observed by [2], we can ﬁx A as a public parameter
and need not to sample it, or include it in the output.
To show that this function r → A.s ⊕ e ∈ Zq2 is a PRG, one also must show
how to sample s ∼ U and e ∼ Berqτ using a random seed r which is shorter
than the q bit output (recall that a PRG must be length increasing.) This is
possible for any τ < 0.5,  ∈ Z and suﬃciently large q: we need  bits to sample
the uniform s ∼ U . But each bit of e has only h(τ ) bits of entropy (where
h(τ ) = −τ log τ − (1 − τ ) log(1 − τ ) denotes the binary entropy function.) Thus
(s, e) has  + qh(τ ) bits of entropy and can be sampled using roughly that many
bits, and this can be done very eﬃciently (see [2] for details.)
For suﬃciently large q we have  + qh(τ ) < q, thus the stretch (which denotes
the number of bits the output is longer than the input) of this PRG is (1 −
h(τ ))q − . This is linear in the length ≈  + qh(τ ) of the seed. Linear stretch is
a desirable property of PRGs as the eﬃciency of constructions which use a PRG
crucially depend on its stretch.
[2] suggest a variant of this construction where one uses several -bit keys
denote n such keys arranged as the columns of a
simultaneously, let S ∈ Z×n
2
17

18

This contrasts with public-key cryptography, like public-key encryption schemes,
which are usually required to be provably secure, possibly using some idealized assumptions like the random oracle model [9]. This is due to the fact that public-key
encryption needs much more structure than in the secret-key setting, where one
just has to garble enough, and this can be done in any (invertible) way (the art in
designing block-ciphers is to do this garbling extremely eﬃcient.)
[8] construct low-depth PRFs from the LWE problem by using a generic transformation from synthesizers to PRF [39]. A synthesizers is a strong type of a PRGs
which, informally, is secure even if used on inputs that are somehow correlated. It is
not known how to construct eﬃcient synthesizers from LPN.
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matrix. For the right choice of n = poly() one can use fast matrix multiplication [12] to compute the pseudorandom output A.S ⊕ E (with E ← Berq×n
),
τ
which gives a PRG that can be evaluated in time Õ(qn), which is quasilinear in
the seed length. This is an asymptotic running time and it’s not clear if this is
already useful for input sizes used in practice.19
Secret-Key Encryption. A simple encryption scheme from LPN was proposed
by [24]. The encryption of a message m under the secret key s ∼ U is (A, A.s ⊕
e ⊕ G.m). Here A ∼ Uq× and e ∼ Berqτ , and G ∈ Zq×
is the generator
2
matrix of an error correcting code Z2 → Zq2 which allows for eﬃcient correction
of τ  q errors (for some τ  > τ ). To decrypt a ciphertext (A, y), one computes
G.m ⊕ e = y ⊕ A.s. From this noisy codeword G.m ⊕ e one can recover the
message m using the error correcting decoding procedure for the code G if
e1 ≤ τ  q, which will be the case withe exponentially high probability. The
security20 of this scheme follows from the fact that under the decisional LPN
assumption, (A, A.s⊕e) is pseudorandom, which implies that also the ciphertext
(A, A.s ⊕ e ⊕ G.m) is pseudorandom and thus hides the information of m.
This scheme can not only be proven secure in the standard sense, but also
provably satisﬁes some more exotic security notions. The equivalence of subspace
LPN and LNP (discussed in the previous section) implies that this scheme is secure against so called related key attacks (RKA). More concretely, the adversary
cannot only ask for encryptions under the key s ∈ Z2 , but also under keys φ(s)
where φ(.) can be any adaptively chosen aﬃne function (but the linear part must
have suﬃciently high rank  ≤ , such that the LPN problem with secrets of
length  is still hard.) In [2] it is shown that (a minor variant of) this scheme
is secure under a large class of key-dependent message attacks (KDM). More
concretely, the scheme remains secure even against adversaries who can ask for
encryptions of any aﬃne function (no restriction on the rank here) of the secret
key.
Secret-Key Identification and Message Authentification. By far most
research on LPN based cryptosystems has been published on secret-key identiﬁcation protocols.21 In such a protocol, a prover P exchanges messages with a
veriﬁer V.22 P and V share a secret key. If V talks to the honest prover P, we
require that ﬁnally V outputs accept. A typical application is access control, e.g.
a wireless car key which has the role of the prover, and the car being the veriﬁer.
There are several standard security deﬁnitions for identiﬁcation protocols
which try to capture the intuitive notion that an adversary not knowing the
19
20

21
22

For the quasilinear running time, q and n must be in the order of 6 , and thus the
seed has size 12 .
More precisely, semantic security under chosen message attacks, which means no
eﬃcient adversary can distinguish encryptions any two diﬀerent messages, even when
given access to an encryption oracle.
A list of relevant papers is on
http://www.ecrypt.eu.org/lightweight/index.php/HB.
In the context of RFID implementations, P is called the “tag” and V is the “reader”.
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secret key should not be able to make V accept. They diﬀer in the power the
adversary has before trying to launch such an impersonation attack.
In a passive attack the adversary can eavesdrop on several interactions between P and V, before trying to make V accept in a second phase. In an active
attack, the adversary is additionally allowed to interact with P in the ﬁrst phase.
The strongest notion is a man-in-the-middle attack (MIM) where the adversary can arbitrarily interact with P and V (with polynomially many concurrent
executions allowed) in the ﬁrst phase.
Hopper and Blum [25] proposed the ﬁrst LPN based identiﬁcation scheme.
Their goal was to design a scheme which is so simple that it could even be
reliably executed by humans with just pen and paper. Their HB protocol is
illustrated in Figure 1. The secret key is s ∈ Z2 where  is chosen such that the
LPNτ, problem is hard. The veriﬁer sends as ﬁrst message a challenge A ∈ Zn×
2
(where n is a statistical security parameter), and the prover answers with an
LPN sample A.s ⊕ e. The veriﬁer accepts if the prover’s answer y is of the
form y = A.s ⊕ e for some low-weight e. The expected weight of a correctly
generated e is nτ , the acceptance threshold of the veriﬁer is set to nτ  for some
τ < τ  < 1/2. This way the probability that a correctly generated e ← Bernτ
has weight ≥ nτ  and thus V would reject (this is the completeness error) is
exponentially small in n (this is shown using the Chernoﬀ bound).
Pτ,n (s ∈ Z2 )

Vτ  ,n (s)

←
−A←
e←
z := A.s ⊕ e −
→ accept iﬀ z ⊕ A.s
A

$

Bern
τ

$

Zn×
2

z

1

< τ · n

Fig. 1. The HB identiﬁcation protocol [25], secure against passive attacks

The HB protocol can be proven secure against passive attacks assuming LPN
is hard, but it can be easily broken with an active attack. Subsequently, Juels
and Weis [29] proposed the HB+ protocol, illustrated in Figure 2, with extends
HB by one extra round. Their motivation was to ﬁnd a protocol suitable for
light weight devices like RFID tags, where an active attack is easy to launch.
The HB+ protocol is secure against active attacks, but not MIM attacks.23 The
HB+ protocol has three rounds (not two like HB), which means the prover has
to keep state in-between rounds, this is problematic for the devices like RFID
tags.
The ﬁrst two round protocol with active security was proposed in [30]. The
design of the protocol is inspired by the subspace LPN problem, and diverges
from the design of all previous LPN based protocols as now the randomness A
23

[29] only prove active security for a sequential version of the HB+ protocol, where A
is send row-by-row, and thus needs n rounds. Active security of the parallel protocol
as in Figure 2 was later proven in [31].
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Pτ,n (s1 , s2 ∈ Z2 )

Vτ  ,n (s1 , s2 )

−→
←− A ← Z
e ← Ber
⊕ A .s ⊕ e −
→ accept iﬀ
$

A1 ← Zn×
2

A1

A2

2

$

z := A1 .s1
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2

n
τ

$

n×
2

z

2

z ⊕ A1 .s1 ⊕ A2 .s2 1 ≤ τ  · n

Fig. 2. The HB+ identiﬁcation protocol [29,31], secure against active attacks

is chosen by the prover P, and is not as a challenge chosen by V. Instead, the
challenge chosen by V is a vector v which speciﬁes a subset s ∧ v (∧ denotes
bitwise AND) of the secret s. The prover answers with a subspace LPN sample
A, A.(s ∧ v) ⊕ e.
Prover Pτ,n (s ∈ Z2
2 )
if v1 =  abort
$
$
A ← Z2n×2 ; e ← Bern
τ
z := A.(s ∧ v) ⊕ e ∈ Zn
2

←
−
v

Verifier Vτ  ,n (s ∈ Z2
2 )
$

v ← {x ∈ Z2
2 : x1 = }

−−−→ if rank(A) = n reject
(A,z)

if z ⊕ A.(s ∧ v)1 > n · τ  reject, else accept

Fig. 3. A two-round identiﬁcation protocol with active security [30]

All the protocols discussed above can be easily broken by a MIM attack.24 [30]
shows how to transform the protocol from Figure 3 into a message authentication
code (MAC). This also gives the ﬁrst eﬃcient MIM secure protocol from LPN
as a MAC easily implies a two-round MIM secure protocol. A more eﬃcient
(and generic) transformation using pairwise independent hashing (instead of a
permutation) appears in [13].
Public-Key Identification, Commitments and Zero-Knowledge
Public-Key Identification. In a public-key identiﬁcation protocol the prover and
veriﬁer do not share a secret key. Instead, the prover knows a secret key sk, and
a corresponding public key pk is known to everyone (i.e. veriﬁers and potential adversaries.) This setting is often favorable as it allows much simpler keymanagement. A veriﬁer must make sure to learn pk authentically, but it must
24

A MIM attack on HB+ is given in [22]. As outlined in [30], a similar attacks exists for
the protocol in Figure 3 (in [30] this attack is phrased as an attack on the protocol
when used as a MAC, but exactly the same attacks works in the MIM setting.)
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not remain secret. One can construct an identiﬁcation scheme from any one-way
function25 f (.) by setting sk = x and pk = f (x) for a random x. To prove its
identity, the prover uses a zero-knowledge proof of knowledge (ZKPOK) [19] to
convince the veriﬁer that he knows the secret x, while not revealing any information beyond that. ZKPOKs exist for any one-way function [20], but this generic
constructions are too computationally expensive to be used in practice.
For some particular functions, ZKPOKs exist which are much more eﬃcient
than the generic constructions, in particular, many number theoretical functions
admit eﬃcient proofs. For example Schnorr’s protocol [45], which is a particularly simple 3-round ZKPOK (a so called Σ-protocol) to prove knowledge of the
discrete logarithm x of some value g x (where g is a generator of a prime order
cyclic group.)
This elegant number theoretical constructions involve multiplications or even
exponentiations over large moduli, and thus are still too computationally expensive for very weak devices like RFID tags. A few alternative protocols based
on combinatorial (typically NP-complete) problems were suggested which avoid
such expensive operations, including the Permuted Kernels Problem [46], the
Permuted Perceptrons Problem [42] and Syndrome Decoding (of random linear
codes) [48]. Stern’s protocol [48] can be modiﬁed [28] (using the equivalence of
LPN and decoding random linear codes) to get an eﬃcient ZKPOK for the LPN
problem. That is, given (A, y), one proves knowledge of s and a (low weight) e
such that y = A.s ⊕ e.26
String Commitments and Zero-Knowledge. A commitment scheme is the digital
analogue of an envelope. The committing party can compute a commitment σ
to an input m, this commitment hides the committed message m (this is called
the hiding property). Later the committing party can open σ and reveal m, but
he cannot open it to any other m = m (this is called the binding property.)
The LPN problem allows for very simple perfectly binding27 string commitments
schemes [28]: the commitment to a bit-string m is A.(sm) ⊕ e, i.e. it’s an LPN
sample using a secret whose ﬁrst part s is random, and the second part is the
message m. A is a ﬁxed random public matrix. To open a commitment one
reveals sm and the (low weight) e.
25

26

27

And more generally, any NP relation where one can eﬃciently sample instance/witness pairs and where it’s hard to compute a witness for an instance sampled like that.
In general the public-key setting is more demanding than the secret-key one (note
that a public-key scheme trivially implies a secret-key one, just use (sk, pk) as the
shared secret key.) This is also the case here, the LPN based public-key scheme [28]
is at least an order of magnitude less eﬃcient than, say the MIM secure scheme
from [30]. Moreover the public-key scheme needs three rounds (as opposed to two
for the secret-key setting), and even this is only true in the idealized “random oracle
model” as it uses the Fiat-Shamir transformation to get from honest to full zeroknowledge. Without random oracles the round complexity is linear in the statistical
security parameter n.
Perfectly binding means that even a computationally unbounded adversary cannot
open a commitment in two diﬀerent ways.
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The above-mentioned ZKPOK for LPN can be extended to not only prove
knowledge of s, but even to show that for any X, y it holds that X.s = y [28].
For the commitment scheme as just described, this protocol can be used prove
that, for any X, y, the value in a commitment satisﬁes X.m = y. Here X.m can
e.g. be a subset of the bits of m, which is something useful in cut-and-choose
proofs. For this last application, the LPN assumption is not enough, but one has
to rely on the decisional XPLN assumption discussed in the previous section.

3

Conclusions and Open Problems

A common dogma in the realm of secret-key cryptography is that provably secure
schemes cannot be eﬃcient enough to compete with dedicated constructions
like the AES block-cipher. Recent constructions based on the hardness of LPN
have at least challenged this viewpoint. Although we don’t have an eﬃcient
block-cipher from LPN (and block-ciphers are used for almost all secret-key
tasks), we have direct constructions for the most important tasks like encryption,
identiﬁcation and message authentication. It seems conceivable that for some
settings (most notably for lightweight devices like RFIDs28 ) provable security is
not just a nice theoretical feature, but actually can lead us to constructions which
outperform known dedicated constructions in terms of eﬃciency vs. practical
security (a viewpoint largely accepted in the realm of pubic-key cryptography.)
Security of LPN. We have discussed several variants of the LPN problem in
Section 1. For some useful variants, like decisional XLPN or LPN where the
secret only has high min-entropy, the relation to the standard LPN problem is
open. Another intriguing open problem is the following, does hardness of LPN
with noise rane τ imply anything for LPN with smaller noise rate τ  < τ ? For
all we know, there could be threshold such that LPN with noise rate τ is hard,
but easy for any τ  < τ (though, this seems not very likely.)
Constructions. What other primitives can we construct from LPN? Two basic
primitives we don’t know how to get from the (standard) LPN problem are
public-key encryption and collision resistant hash functions. Can we construct
these, or is there a fundamental reason why the more general LWE problem
allows for such objects, but LPN does not?
28

One disadvantage the LPN based schemes have to classical block-cipher based solutions is that they require more randomness than block-cipher based schemes (e.g.
with a block-cipher, we get identiﬁcation where only the veriﬁer, but not the prover
needs to sample random bits. And message authentication codes can be completely
deterministic, whereas the LPN based MAC is probabilistic.) This randomness needs
make LPN based schemes poor candidates for powerful processors (as e.g. used in
laptops, or even smart-phones) where generating randomness is expensive compared
to clock-cycles or code-size. On weak devices like RFIDs or smart cards, this is not (or
less) the case. Moreover even a priori deterministic computations are randomized on
such devices by “masking” or “blinding” in order to protect the computation from
side-channel attacks. Potentially, the randomization used for LPN based schemes
provides the same eﬀect as masking or blinding for free.
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